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Rﬁpﬁft a crime tothe AFP « AFP website-form submission

15/06/2012 10:38 AM

EPM:

DOCUMENT NOT YET CLASSIFIED more info.,
Hide Detalls

From: do-not-reply@afp.gov.au

To —@abs,gov au,
‘The following details were submi via the AI‘P website:
Reasan for email: Réquest AT i
Detalls; On Tuesday night 12/06 we (ihe Australian Bureau of Qitaﬁstics) have had & Toli Fraud

incident on the ISDN line coming into our Polycom RMX ‘at 12/6/2012

437 suspect calls to- Somd]m HetNum’ber 252 Bl , K uwait Number ¢ 90- and many

; ile we ¢ ificident. We tequiré an
elorenge nu er msuranc,f: purposes I haVe also lagged this with
DSD, Cheets, Seewrity Australian Bureau-of Statistics

file:/HC:/Usersiruitsi/AppData/Local/ Temp/notes82945F~web2 083 him. .04/ 042013




Report a Cemmonwealth erime - AFP Page Tof1

S RPN RSt e AR stinetite eimi Werosdtiinleravt Exspinis L IR T A

£mail AFP - Repon a Commenwealih crima

gy thin form, please gyod hifort " £ i S
Areou repanting onlina 2 ¥? Ploksa foto the ginfind chisk ser senloation forgh.
. finids 3 et tomm.

Ploase mote: Ayansr #es buth idendited tr ot g BisiTIas, % r (P oy axprmpls Dioennall,

[Poco Stieads, olc) dht ampanias ().

Bt yog figoniiig 8 Commonweallh

cime? , i Yask &
Catally*

S ave Giscdhinggues the surside TEN Mine while up frvestlaich, M ricient.

fie: roquire an AFE polide cavarense nudber fof JReTowcs puzposss. T feve sksp
wﬂmﬂmm this Wizh TSD.

- SreaiTariay® T
Accaptance of fie AFP's Peivacy Statémiekt
Peivaicy Stafithnt Anthnihes

™
.Haaxagﬁhﬂ% - o . . .
i o A AR et v e 5 Yes, b untariuand nd acept INEAFF'S Priveics Siatoreal
ppiCa:ah koostying ma, Tk Wil sinar e

wivakigatona T e procacdings —

] et

L

hitpsifformsafp.govawionlive_forms/report_n_ctine 15062012




Police -.Ie;aort details

The-AFP'job humbar is: 5042610
The: mvestlgatmg officer ls“@afp gov ay
Pleas& use this.on inaurgmc;e and update SRS, '

Ly Little

Director . :

Nelwork Services: | ‘Tachnical Serwc@s Pivislon | Australian Bureau of Biatlstics
P) (02) ezsz i (v) RENNNNEN =

(E) Lyn Littla@ahs.gov.au: (W) ww.abs,dovau

| {5/06/2012 02:01 PM




Page 3 of 5

From; _

Sent: Wednesday, 13 Juné 2012 10:34 AM
To: .
Ce: Lyn Little; N

Subject: RE: SUSPECT FRAUD ALERT: AUSTRALIAN BUREAU OF STATISTICS [SEC=UNCLASSIFIED]

Dear Lyn ami_

" Thank you for such prompt action ~ P glad ABS were able to take such decigive action to minimiss fulure
fisks.

As discussed briefly with Lyn, below are the links to the AFP contact you may fequiré as parf of your process:

Report fraud incident to the Police
All CPE Fraud should be reported to the Australian Federal Police (AFP):

v AFP Operations Menitoring Centre in thelr state via the AFP website,
» Fraud. incident reports must be done in wiiting either via email, mail or fax, as per the

instructions o the AFP site.
The AFP will provide a reference number for insurance purposes.
Lyn, regarding the other part of your questlon the charges for the calls will not have arrived in GUr bl ri

systems yet (last night is too soon). We don't expect this to happen until about next week -
will provide you the billing information as soon as they obtain it.

Kind reﬁ'ards_,

Acmunt Execitive | Telsfra Enterprise & vaemment
P (02) 5120mme| ﬂ

Cc: Lyn Little;
Subject: Re: SUSPECT FRAUD ALERT: AUSTRALIAN BUREAU OF STATISTICS [SEC=UNCLASSIFIED]

Hello [ and colleagues,
Lyn is nof 1o the office yet.

It turns out Lo be ong of our ISDN services fof vid@o' confaerencing. We have
tamporatily disconnegtéd the line and will investigate the ipneident further.

Chieers,

Network Services
Australian Bureay of Statistics

p: +61 (0)}2 6252

--13/06/2012 09:41:42 AM--Dear Lyn and I We have detected ynusual calling
patterns on your Customer Premise Equipment {

file://ICy/Users/ruttsi/AppData/Local/ Temp/uotes§ 2945 F/~web 1221 htm 04/04/2013




Page I of 5

ISPECT FRAUD ALERT: AUSTRALIAN BUREAU OF STATISTICS
LASSIFIED]

Watpigov. ai>
P aabs. gov. aws

afpoorporatesignaturegif OF9

Information sicded te the job,

s34.ipg DF4264304pg DF513960.611 a?@-é@ﬁa&,gif OF 174602 pe

Regards

Cci Lyn Litt
Subm«:i: Wi rSU?FECT FRAUD. ALER‘T AUST RALIAN BUREALI OF STATISTICS [SEC=IN-

Seebeliv forupdated information from Telstra,

Cheers, _

Ag [T Security Adviser 2TSD Change Menager

\T-Seeufity | Techrolagy Serviges Division | Australian Buteau of Statistics
(p) (02) 6252 I {ti{i')_

(iﬁﬁ i abs.

file :MCzﬂj's_érisli*Litts}ﬂAppData/Lbfeaiﬂ?emp/ notes82945F~web1221 htm ' (4/04/2013




sender of fis incorrect dellvery, anid then delete both i and your reply,

Free publications and statistios available on www. abs.qov.ay

(See attached file: ABS Prebill for service 02525.51&{1& 20120618-1413 .xlsx)

Free publications and-statistics avallable on wwiv.abs.gov.au

**$*$$******************************$*******$******************W******

WARNING

This email message and any dttached files may contain information
that is confidential and subject of legal privilege intended only for
use by the individual or entity to whom they are addressed. Ifyou
are not the intended recipient or the person responsible for
delivering the message to the intended recipient be advised that you
have received this message in error and that any use, copying,
circulation, forwarding, printing or publication of this message or
attached files is strictly forbidden, as is the disclosure of the
information contained therein, If you have received this message in
error, please notify the sender immediately and delete it from your
inbox:

AFP Web site: hitn://www.afi

********$******$*****$*$*$*$$****$*********************#$*****$*******

file:/l/C:/sers/ruttsi/AppData/Local/ Temp/otes82945F fweb 1221 him

Page 5 of 5

04/04/2013




Incident:
Date Reporied :

Docament D
Reporter Details

Reporisd By*

Created By
Office :
‘Bection ;.
Branch
bEﬁEz p

Location :

legal access 04T zmgaﬁw exiarnal ?mnﬂ:mv

0200112013
NEIK-G3KEHF

Status:  Closed-

Resolved

Incident Otcurred;

incident Start date @ Yiled 26122012
Incident End Date Wed 261122672
{if aver a period) :

State/Office Where Incident Occurred co

Whete did the Incident Oceur? - @Office

Describe the Location :

Start Time: 04:46 PM
End Time: . 0447 PM

O Gitside Oftice

.__.____w
Deseription

J1
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SOC-20121112-01 - Notes Attack [SEC=IN-CONFIDENCE:SECURITY] '
Sectirity Operations Cantre WDE — 12/11/2012 09:25 AM

Basics

DECLASSIFIED

SECURITY-IN-CONFIDENCE

Protective Mark - SECURITY-IN-CONFIDENCE

1. Summary of attack .

This is an inauthoyised attempt to acesss ABSWebProd

20121109 11:01:35 pm

2. Target of attack

Monkfish

3. About the aftacker

s APNIC found the following authoritative answer frém:
whols.apnic,net

% Iwhols.apnic.net node-1]

% Whols data. copyright téerms

httpt //wauw, apnio, net/db/dbeapyright . bt

Ingtnim:

riethatis ¢ ZiBoLin?iinfecenten

country: N

descr: ZiBo Linzi Informgtion Cenfex

desors Information services enterprise

descr: Construvt information network [(fiprovide
common information services

désery Linzl County, Zibo, 2563000

adnin~as JE6B6-AP




@shinamobile .com 20020215
soures: T

-fi._A_'ttack_Qrciﬁ’!e

5. Attack description

oul of scope
= tralomefed PPN

' Nofisither agtion is reqlired.
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DECLASSIFIED
80C-20121029-01 - Notes Altacks [SEC=IN- CONFIDEN

Seturity. Operations Centre WDB - 20/102012 11:15 AM

SECURITY-IN-CONFIDENCE

Bagios:

Protoctive Mark - SECURITY-IN-CONFIDENCE -

1. Summary of attack

This attack was targeted over a week

2, Target of aftack

SHORTEN

3. Abbut the attacker

Various

4, Attack profile




| 5.Attack deserlption

“Thigis a low volume attack by 4 couple

‘have legitithate paksword Haues.
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80C-20120711-02 - Attack by_'_[SE_G:IN— ONHDENQE :SECURITY]
Secur!ty Oparatmns Gentre WD TO7/2012.02:T7 7R

SECURITY-IN-CON F!DE NCE

Qas-i_csé

2012:07-10 1031 am 20120710 10:31 4 5194 ! a2
201202110123 s wi omm 23am 5301 ' 3

2. Target of attack

80, 3128, 8080,
8888 -

-4 About this attagker

2929+ §000.

§ fishinig fot an unauthorised aseass palat to gam entry o, the ABS netwoik.

The attack was divided
around whmh the attaeked focused are wli knc:wn for' various Troj ans '




ig%’ i @

E3 (Database: SIRS Database; Author: ; Created: 11/07/2012)

Open ports to connacted servers appear 1o be correet, taffic was denied due to malformad TGP headers.




BEProd v

incident : ltegat accass o1 ngo% memSmu (hatiing)

Date Repofted s 2279872012
Bocument b THRISEVECHK

Reportér Detalls

Reported By :
Crested By -

Office ; Cf

Sectiony * m:”mﬁnmmmﬁwmﬁm and Seftware Management.
Branch: - , uﬂmn:s.a@@w Infrastructure

Division : Techholo
Phone ¢ {02} 6252
lpcaion: . GO 18 43

r Services Division:

, msﬂnmsﬁﬁnnzwﬂmﬂ

Incident Start date © Thu 21/06/2012. .

Incident End Date - - Thu 21062012
(if over-a period) ©

Stats/Office Where Incident Occurred:
Whete did the insident Ocoi?
Describe the Locatitn

¥ wa, AM

End Time: 1029 AM

co ,
@ Office O Quiside Office
lintsrivet gateway

Description

P
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Document Updated b
incident Submitted by
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somongaazj,_nz-mmck-b_ [SEC=IN-CONFIDENCESECURITY], S
Securty Oparations Centre VY AE— R 2> 6 /20120207 PM

. SECURITY-IN-CONFIDENCE -

mail.abs.gov.au ‘ -
| 1 malltestabs.goviay. - ” - lYes

All of the trafficin the table above appears to ba-correct, sean fourd 1o vulnerabllities,
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§0C-20120612-01 - Aftack by_SEC
Security Operdfions Céntre WDE _

Basics‘f;

RITY]

SECURITY-IN-CONFIDENGE

DECLASSIFIED

220620121142 AM

._5';._§rqt_ectfva_l:ﬂ§r}z . 5

1. Nature of afiack

This attack comes in the form 6f'a scan across a number of servers on 4 particalar port,

Ol of stope
Quiords dod ®padr

stream.collection.abs.gov.au

443,

wwwo.iprod.abs.gov.au

Yes

443

WWW. 1SS, gov.au

Yes




- 443

taxonomy-collaboration she.abs.gov.au

Yes | ‘

1443

taxoniony-testinig.sbi.abs.gov.au

Yes

443

www/.absgov.au

Yos -

Sy

wwwhabs.gov.ay

Yés

| 443

W, GrOWingUp. gov.au

Yes

443

alrwatchds.abs.gov:au

- Vo |

43

NDN Gentral

Vi

443

WD Moo

Yes

443

NDN Foruris

Yes

L A43

Censis Quiput Application

Yos

443

‘ace.abs.gov.au

Yes

Taa

‘secure.abs,gov.all

Yes

443

shr-trax test abs.gov.au

Yes

443

“reverseproxy:test.abs.gov.au

Yes

443

aitwatchds:test.abs.gov.au

Yei

1 das

| riss, and, sch

Yes

e

Yes

; securg.lestabs.gov.au

All of the fraffic in th_é table-above-appears to be correct, scan found na.vulnerabilities.
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